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From the Chief of Naval Information

Photo by MC3 Kenneth Abbate

“A few years ago, you could have said to yourself that you're
not going to participate... Well, I'm here to tell you that
we're at the stage now that we are participating. How much
you participate is now the question. | strongly encourage you
to participate as much as possible.”
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ON THE COVER — The son of EM1 Randall White,
assigned to USS Carl Vinson (CVN 70), waves to
his father’s ship as it transits San Diego Bay after
departing Naval Air Station North Island on a
scheduled deployment to the western Pacific region.
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NAVY .mil
Social Media Directory

The directory is a one-stop-shop of Navy social media pages across various social
media sites.

Social media is all about collaboration. While we encourage candid conversation and
frank exchange of ideas, we request you voice your opinions in a respectful manner.
You participate at your own risk, taking p | ibility for your your
username and any information provided.

+ We do not under any circumstance allow graphic, cbscene, explicit or racial
comments or submissions, nor do we allow comments that are abusive, hateful or
intended to defame anyone or any organization.

« We do not allow solicitati or adverti ts. This includes pi ion or

) of any ial or nongovernmental agency. Similarly, we do
not allow attempts to defame or defraud any financial, commercial or nongovernmental
agency.

« We do not allow comments that suggest or encourage illegal activity

US Mavy Organization
+Joint Region Marianas

+25th Naval Construction Regiment

+2nd Dental Battalion

+3D Dental Battalion

+3D Dental Battalion/ U.S. Naval Dental Center

+3D Medical Battalion

+Admiral Patrick Walsh (Commander, U.S. Pacific Fleet)

+Aegis Training and Readiness Center

LAfloat Training Groun San Nias,

C ees fo dex o sCo ¢

Search Mavy.mil Ill

s> Advanced Search

Links of Interest Information Index

Media Resources

Add Your Command

To add a SM site to this list, please accept the conditions listed
to the left. You must alsc be the administrator of the Navy
command/unit SM site and have a .mil address associated with
the site.

| accept the conditions

Social Media Registration Checklist
The Navy Sccial Media directory is_ a manually proces:_aed

directory. To dite the p of your submi please
use the social media registration checklist, found below, before
submitting.

load Checklist

Click Here To D

Social Media Links
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Social Media Overview
Definition of Social Media

Social media describes the different means by
which people, enabled by digital communication
technologies, connect with one another to share
information and engage in conversations on topics
of mutual interest. Social media is an umbrella term
describing a variety of communication mediums
and platforms including social networks, blogs,
mobile applications, and others. The way people get
information has changed and the desire to have real
conversations with individuals, organizations, and
government entities has increased. This presents a
tremendous opportunity for all commands to more
effectively communicate with sailors, Navy families,
and the public.

Department of Defense Policy

Department of Defense Instruction (DODI) 8550.01,
released 11 SEP 2012, encourages the use of

social media and provides guidelines for military

use of social media. The instruction acknowledges
that Internet-based capabilities are integral to
operations across the Department of Defense. It also
established a requirement that the NIPRNET shall
be configured to provide access to Internet-based
capabilities across all DoD Components.

Department of the Navy Policy

The Navy issued two ALNAV official guidance
documents— ALNAV 056/10 and ALNAV 057/10—
to establish official guidelines for the official and
unofficial (personal) use of social media. DTM
09-026 identifies social media as primarily a public
affairs function; therefore, all Navy Public Affairs
Regulations and other Public Affairs guidelines

also apply.

Navy Command Leadershi*ial Media Handbhook
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Social Media and Your Command Many of these trends point to a larger phenomenon.
Individuals are changing their preferences for
Social media is one of the primary modes of how, when, and where they consume information
communication for Americans. As of 2011: and connect with organizations. An ever-widening
demographic of individuals is using social media
e Qver 65 percent of Americans use social sites to find and share content. They also prefer
networking sites (Wired PR Works) content presented in more social formats (including
small, manageable, and re-sharable chunks).
Each week on Facebook, more than 3.5 billion
pieces of content are shared (HubSpot) As a leader in today’s Navy, it is vital to understand
these trends and incorporate social media into your
e 1 in 4 Americans watch a YouTube video command’s communication strategy in order to more
daily (The Growth of Social Media in 2011 effectively communicate when, where, and how
Infographic) your audience prefers to connect. Social media can
provide a more direct and meaningful way of sharing
e There are 245 million Internet users in the authoritative information about your command while
U.S. According to Nielsen, social media sites also expanding your reach by empowering both
and blogs reach 80 percent of all active U.S. your internal and external stakeholders to re-share
internet users (PR Week) information with their own individual online networks
(e.g., friends, family, and regional connections).

g =5
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http://wiredprworks.com/social-media-marketing/how-gray-is-social-networking/
http://blog.hubspot.com/blog/tabid/6307/bid/23865/13-Mind-Bending-Social-Media-Marketing-Statistics.aspx
http://www.digitalbuzzblog.com/infographic-the-growth-of-social-media-2011/
http://www.digitalbuzzblog.com/infographic-the-growth-of-social-media-2011/
http://www.prweekus.com/social-media-one-size-does-not-fit-all/article/215799/

Benefits of communicating with your audiences
using social media:

o Efficient: Leveraging social media allows you
to publish once and reach many. Share key
information and messages and instantly reach a
worldwide audience.

e Direct: We no longer rely solely on media to tell
the Navy’s story. Social media enables Navy
leaders to augment or amplify traditional news
media efforts.

e Responsive: Most social media channels
encourage users to provide feedback, share
opinions, or comment on information, yielding
rich insights for communications planning and
decision making.

e Transparent: Engaging directly on an open, social
platform builds a relationship between your
command and the public. By listening, sharing
and engaging with others online, social media
provides a unique opportunity to build trust
with your audience and present authoritative
information about your command.

As the command leadership team, you should incor-
porate social media into your command communica-
tions strategy in order to most effectively tell your
command’s story and engage with your command’s
audience where they have a pre-existing presence
online presence. In addition, it is important to edu-
cate your sailors on safe and effective social media
use in order to promote morale and readiness as well
as avoid OPSEC violations or other risks that could
compromise your mission or your sailors’ reputations.

Guidelines for Sailors
and Navy Personnel

The Navy encourages service members to share their
stories of service online with the American people.
The Navy also encourages personnel to use social
media to stay connected to loved ones. With the
increased quantity and visibility of online information,
it is all the more important to educate sailors and
personnel about how to maintain integrity and
security online.

Communicating Expectations

Command leaders should communicate expectations
about online interactions with sailors and personnel
regularly. Leaders should encourage personnel to:

¢ [dentify themselves with by rank and/or position
when commenting about Navy matters online
and add a disclaimer that the opinions shared
are their own and do not represent the command
or Navy’'s viewpoints;

e Uphold copyright and trademark laws in online
posts unless one has written permission to
violate from the copyright or trademark holder;

e Replace error with fact, and always try to avoid
getting into an online argument; and

e Admit mistakes and correct them immediately
(make a note when information has been
updated or edited so not to lose credibility with
other community members).

cial Media Handbook
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Upholding Operations Security

Operations security (OPSEC) should be maintained
online just as it is offline. OPSC violations commonly
occur when personnel share information with people
they do not know well or are unaware of loose privacy
settings. Focus on communicating these four key tips
with sailors and personnel to avoid OPSEC violations
at your command.

1. Protect your families by limiting the amount
and type of information you post about family
members such as names, addresses, local towns
or, schools.

2.Understand each of your social network’s
security settings so you can make informed
decisions about who is and is not able to view
your information and/or photos.

3.Keep classified and sensitive information safe
by not discussing critical information such as
ship movements, deployments, personnel rosters,
and weapons information.

4.1f you hesitate when deciding whether you
should share information, DON'T post it online!

Fall 2012

If you or another person identifies a potential OPSEC
breech, document and remove it as soon as possible.
Many times, OPSEC breeches are a result of error

or ignorance, so it's important to communicate with
the individual who posted the information to inform
him/her of the violation. Work with your public affairs
officer and ombudsman to further communicate
OPSEC guidelines with sailors and their families.

OPSEC Checklist

Take the following steps to avoid OPSEC breeches at
your command.

v Identify personnel authorized to post content
to social media sites and ensure they are the
only individuals with access to those sites.

Establish local procedures to ensure that all in-
formation posted on social media is releasable.

Ensure all information posted is in accordance
with local public affairs guidance and Navy
Public Affairs Regulations.

v

Monitor your command’s social media sites
for posts that violate OPSEC and if there is a
violation, document it; remove the information.

v

Conduct periodic training with sailors and
families on appropriate versus inappropriate
social media behavior.
Other Known Social Media Risks

¢ |mpersonations

¢ Accidental geo-tagging (of images or posts)

¢ Non-secure privacy settings

e Posting sensitive personal, operational or
geographic information

The key to mitigating these and other risks is
educating sailors and personnel.
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Social media is practically void of organizational
hierarchy, which can present new ethical issues for
leadership conduct. In most cases, ethical issues can
be managed using the same ethical guidance that has
traditionally guided Navy leadership.

Frequently Asked Questions
Should I friend or follow those in my command?

This depends on how you are using social media. If
your social media presence exists solely to engage
with people on a professional basis, then connecting
directly with one or your sailors is not an issue.
However, if you use a social media site to actively
communicate with your close friends and family, then
connecting directly with a sailor who works for you
should be a very thoughtful decision. It is up to you
to lead by example and ensure that the relationship
remains professional and that deference to your rank
and position is respected online as it is offline.

Is there a different code of conduct online?

When it comes to your position as a leader of

your command, your online conduct should be no
different than your conduct offline. You should also
hold your sailors and personnel to the same standard.

Does friending, following or, linking equal
endorsement?

Linking to, “liking,” or following another organization
on social media does not constitute endorsement.
For example, liking a newspaper’s page on Facebook
does not constitute endorsement, just as having

a subscription to that paper would not constitute
endorsement of that organization. However, posting
content (including re-tweeting on Twitter) about a
business, organization, media, or charity could be
viewed as endorsement if there is no direct tie to
your command.

Can | promote myself?

Using your rank, job, and/or responsibilities as a
means of promoting yourself for personal benefit is
not appropriate and can tarnish your reputation and
that of your command and the Navy.

Can | take payment for writing blogs?

It is against Navy Ethics regulations to accept
compensation for blog posts. Treat all requests
from non-government blogs as a media request and
coordinate with your PAO or the next PAO in your
chain of command for talking points and assistance
in drafting your response.

Can | express my political opinion?

DoD and Navy policy as well as the ethical
requirements state that Navy personnel acting in
their official capacity may not “associate DoD with
any partisan political campaign or election, candidate,
cause or issue” (SECNAVINST 5720.44B). As a
service member, you are permitted to express your
political views within certain guidelines stated in the
DoD Directive 1344.10, Title 10 of U.S. Code, Sec.
888. Art. 88, and SECNAVINST 5720.44B. Keep in
mind that because of your leadership position, what
you say and do online may be more visible and taken
more seriously than that of your personnel, even
about issues that you do not intend to reflect upon
your command or the Navy.

Navy Command Leadershiwcial Media Handbook




Guidelines for Command Social Media Sites

The Navy Office of Information (CHINFO) has command leadership team. As such, they should be
established guidelines for Navy commands to follow,  part of your communications strategy.
in accordance with DoD and Navy policy, in order to
establish compliant and effective social media sites.  Reach to these family resources when developing

. L. L. your communications strategy to determine how
Settlng Communication Ohjectlves you can best work together on social media.

Some commands provide their ombudsman with

Your social media sites should be an integral part of  administrative rights to their social media accounts.

your command’s communications strategy. Before Others manage online presences in tandem and

launching a social media site for your command, cross-promote content as appropriate. Others still

consider what you want to accomplish. What are your use their main command page to communicate

communication objectives and how do they move with family members and welcome discussion

your command closer to achieving its mission? from families on their site. Whichever approach
your command chooses, actively engaging with

You should also consider your command’s priority family members on social media will demonstrate

audiences. Do you most want to communicate with a willingness to listen to families and amplify your

sailors in your command, command leadership, leadership messaging across multiple communities.

family members, the local community, a broader
DoD audience, Congress, the American public, or
another group altogether? .

Examples of measurable communications objectives
with priority audiences identified:

e Inform our command’s sailors and family
members of command news, announcements
and accomplishments, to promote readiness of
the command.

e Engage in a dialogue with the local community
including Navy family members where our
command is based, in order to build awareness
and understanding about the Navy in the area.

e Achieve greater awareness and support for our
command’s mission among the DoD community
and Congress to ensure future funding.

Communicate with Families

For many commands, communicating with families
will be a priority. Many Navy ombudsman and
family readiness groups are also using social media
to communicate with families. Command spouses
and your ombudsman are an essential part of the

Photo by MC2 Josue L. Escobosa
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Content and Multimedia Strategy

Once you have set goals and target audiences

for your social media outreach and who you want

to communicate with, you must determine what
your command should say. Content can include
text, imagery, video, posters, and other forms of
multimedia. The content your command produces
and distributes sets the tone of your communication
strategy and can determine the ultimate success

of your efforts. Is your content relevant to your
primary audiences? Will your primary audiences find
it interesting? Will this content cause your primary
audiences to take a desired action? These are the
key questions your command needs to ask before
determining how and where it will share its content.

Selecting and Managing Platforms

Depending on the type of content you have and want
to share, different social media platforms may be
more or less appropriate for your command. Flickr
may be a good place to share command photos.
YouTube may be a great place to host and share
command videos. But you need to determine the
best platform(s) for your command based on your
communication objectives, audience preferences,
and content available.

The key is to determine the best social media
platform(s) based on where your primary audiences
are already active online. You can find out this by
asking them via formal and informal channels. Often
times, you can also determine where your primary
audiences are online by conducting web searches
on sites like Google, Facebook, Twitter, and others.
Once you have a good sense of where your primary
audiences are active online, then you can make an
informed decision about which platforms are right to
achieve your command’s communications objectives.

Establish a Single Command Presence

There can be a tendency to create individual

social media sites for each unit or office within

a command. While this decision is ultimately

up to command leadership, we discourage the
creation of multiple social media sites on the same

platform (e.g., Facebook). The leadership team is
encouraged to have one voice for communicating
with key audiences. Creating multiple Facebook
pages for different units within a command can
create confusion among personnel and command
family members trying obtain information. It can
also splinter your audience and hinder the important
“network effect” that is part of the value-add of
social media efforts.

Register Command Social Media Sites

DODI 8550.01 requires that all social media sites
used in an official capacity be registered with the
Department of Defense (DoD). CHINFO submits
these sites to DoD based on the Navy’s Social
Media Directory. All official Navy social media sites
must be registered with the Navy Social Media
Directory located at www.navy.mil/socialmedia.
Before submitting a site to be registered, you must
ensure your site meets all requirements for an
official command social media presence (checklist
below and also available here: www.navy.mil/media/
smrChecklist.pdf)

OFFICIAL COMMAND SOCIAL MEDIA PRESENCE
REQUIREMENTS:

e Have the commanding officer or public affairs
officer approval

e Have a valid .mil email address
e Link to an official DON website URL
¢ |nclude Include endorsement disclaimer text

e |f the site allows comments, include a user
agreement establishing criteria for posts

e Clearly identify the site as “official”
e Be unlocked and open to the public

e Be labeled as “organization-government page”
on Facebook

- vesey
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Photo by MC2 James R. Evans

Develop a Plan for Managing Sites

The plan to manage command social media sites
should be coordinated with command leadership,
public affairs, and other personnel who may be
generating or publishing content to the site. The
management plan should be led by a command
spokesperson and should include the following
elements:

e Site administrators: Who has access to
administer the page? Grant permission to
multiple administrators to ensure there is no
single point of failure.

e Objectives for the site: What do you hope to
accomplish by communicating on this site?

e Target audience/s: Who are you trying to reach?

Fall 2012 m’ﬁ
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Type and frequency of content to be posted: Will
you share news stories, images, original content,
or information about local events? What's
important and interesting to your target audience?
See a sample content plan in the Appendix.

Comment policy: Why will posts be removed?
Will comments be moderated or automatically
published? See the Navy’s Facebook comment
policy as an example at Facebook.com/USNavy
under the “info” tab.

Monitoring policy: How often will you monitor the
page for comments? Will you respond and engage
in a dialogue with your community members?

Transition plan: When personnel change over,
how will you transfer administrative rights and
the plan over to new personnel?



Facebook.com/USNavy

Abide by Records-Keeping Policy

All federal public websites must comply with existing
laws and regulations related to the management of
public web records, including the NARA guidance
related to Web records issued on December 17,
2005. Organizations should review existing laws

and regulations, and other guidance, to ensure their
public websites are in compliance:

e (Code of Federal Regulations (CFR), Parts
1220-1238

e F-Gov Act of 2002, Section 207(e), “Public
Access to Electronic Information”

e End-of-Administration Web Snapshot

e National Archives and Records Administration
Web Harvest Background Information

e Federal Agency Records Officers, by Agency

e NARA Guidance for Implementing Section
207(e) of the E-Gov Act pf 2002

e NARA Guidance on Managing Web Records
(January 2005)

e NARA Guidance on Managing Records in Web
2.0/Social Media Platforms (October 2010)

e |mplications of Recent Web Technologies for
NARA Web Guidance

Ensure Information is Releasable

According to the DTM, official use of social media is
a public affairs function. Any command use of social
media must remain in compliance with Navy public
affairs policy. Any content posted to an official social
media presence must either be already in public
domain or approved for release by the commanding
officer, public affairs officer, or other personnel

with release authority on behalf of the command.
Commands are ultimately responsible for official
content posted on their social media sites as well

as those sites run by other parts of their command.

Contractors may help manage a social media
presence, but they cannot serve as a spokesperson
for the Navy. Also, to the maximum extent possible,
any content released by the command must also be
present, in some form, on the command website.

Prepare for and Respond to Crisis Situations

Due to the speed, reach, and direct nature of social
media, these channels have proven to be effective
for use in crisis situations. In recent crises, social
media has facilitated the distribution of command
information to key audiences and media while
providing a means for dialogue among the affected
and interested groups. You can’t surge trust
following a crisis, so the best course of action is to
consistently engage your social media community
before a crisis occurs. Use this checklist to prepare
and respond to a crisis using social media before,
during, and after a crisis occurs.

BEFORE

e Establish a command presence on relevant
social media platforms

e Plan and train multiple people at your command
to communicate on your social media platforms
during a crisis

¢ [dentify keywords that may be used when
communicating about your command in a
potential crisis (e.g., crash, collision, evacuation,
humanitarian assistance)

¢ |dentify key audiences such as sailors, family
members, local citizens, media, etc.

e Post regular, relevant content to your command’s
social media sites to alert key audiences that
your page is an authoritative and consistent
resource of information about your command

e Establish a list of alternative communication
methods such as text messaging, Twitter, and
Facebook

- vesey
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DURING

Use all available communication channels to
distribute information to affected audiences

Communicate relevant and timely information
as it is released—even if you only have part of
the full story, it is beneficial to the safety and
security of others to release in segments rather
than waiting until you have the entire story (at
which point, it may be too late)

Listen to what people are saying about the
topic by monitoring your social media sites,
and answer questions as accurately and
quickly as possible

¢ To identify and correct misinformation, identify

other channels to use for distributing information,
and to reach audiences you may not be reaching
with existing efforts, query relevant keywords on

social media and search engines

AFTER

e Thank community members for their assistance

in disseminating information, answering each
other’s questions and supporting one another
through the crisis

Ask designated communicators for lessons learned
and incorporate changes into your crisis plan

Continue to provide updates and information
to audiences to maintain interest in your social
media sites




Appendix
DoD Social Media Policy

Department of Defense
INSTRUCTION

NUMBER 8550.01
September 11, 2012

DoD CIO
SUBJECT: DoD Internet Services and Internet-Based Capabilities

References: See Enclosure 1

1. PURPOSE. This Instruction, in accordance with the authority in DoD Directive (DoDD)
5144.1 (Reference (a)) and DoD Instruction (DoDI) 5025.01 (Reference (b)) and the
requirements of the Office of Management and Budget (OMB) Memorandum M-05-04
(Reference (c)):

a. Incorporates and cancels Deputy Secretary of Defense (DepSecDef) Memorandum
(Reference (d)), and Directive-Type Memorandum (DTM) 09-026 (Reference (¢)).

b. Establishes policy, assigns responsibilities, and provides instructions for:

(1) Establishing, operating, and maintaining DoD Internet services on unclassified
networks to collect, disseminate, store, and otherwise process unclassified DoD information.

(2) Use of Internet-based capabilities (IbC) to collect, disseminate, store, and otherwise
process unclassified DoD information.

2. APPLICABILITY. This Instruction:

a. Applies to OSD, the Military Departments, the Office of the Chairman of the Joint Chiefs
of Staff and the Joint Staff, the Combatant Commands, the Office of the Inspector General of the
Department of Defense, the Defense Agencies, the DoD Field Activities, and all other
organizational entities within the DoD (hereinafter referred to collectively as the “DoD
Components”).

b. Applies to DoD Internet services and use of IbC provided by morale, welfare, and
recreation (MWR), military exchanges, and lodging programs for use by authorized patrons.

c. Applies to contractors and other non-DoD entities that are supporting DoD mission-
related activities or accessing DoD Internet services or IbC via DoD information systems, to the

www.dtic.mil/whs/directives/corres/pdf/855001p.pdf
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POC/ANN ANDREW/CIV/DON C

POC/ALAN GOLDSTEIN/CIV/CHINFO,
ALAN.P.GDLDSTEIN(AT)NAVV.MT\ 11

POC/RAY LETTEER/CIV/H(
X128/EMAIL:RAY.LETTEEF
POC/JULIANA ROSATI/CDR
JULIANA.ROSATI (AT)NAVY
GENTEXT/REMARKS/1. Th
PERSONNEL REGARDING U\
TO DON-RELATED CONTENT
PRACTICES FOR USE OF 1
SEPARATE ALNAV PROVIDE
OF THE DON.

A. "DON PERSONNEL
AND MARINES AND CIVILI

B. PER REF A, IBC
CAPABILITIES AND APPLI
OWNED, OPERATED, OR co
GOVERNMENT. IBC INCLUD
SOCIAL MEDIA, USER-GEN
MESSAGING, AND DISCUSS
GOOGLE APPS).

/TEL: 703-695-1887/El

paxsnskersseres UNCLASSTFIED// SRR ERE R
Subject: INTERNET-BASED CAPABILITIES GUIDANCE - OFFICIAL INTERNET POSTS
originator: /C=US/0=U.S.
GOVERNMENT/O! :DOD/0U=NAVV/0U=0RGANXZATIONS(UC)/L:DISTRICT OF
COLUMBIA/L=WASHINGTON/OU=SECNAV WASHINGTON DC(UC)
DTG: 1920272 Aug 1@
precedence: ROUTINE
$ﬁfl/ﬁi32;gl .s. GOVERNHENT/0U=DOD/OU=NAVY/OU=ADDRESS LISTS(UC)/CN=AL ALNAV(UC)
JC=US/0=U.S. GOVERNMENT/O 0D/OU=AUTODIN PLAS/OU=AIG 6-AZ/OU=ALNAV
cc: /C=US/0=U.S. GOVERNMENT/OU:DOD/OU:NAVV/OuiaigANXZATIONS(UC)/L:DISTRICT OF
D ASHINGTON/OU=SECNAV WASHINGTON DC
COLU?iiﬁgbugﬁ%Z. GOVEQNMENT/OU:DOD/0U=NAVV/OU=ORGANIZATIONS(UC)/L:DISTRICT oF
COLUMBIA/ L=WASHINGTON/OU=CNO WASHINGTON DC(UC)

UNCLASSIFIED//

FM SECNAV WASHINGTON DC
TO ALNAV

BT UNCLAS //Ne5720//

ALNAV 056/10

MSGID/GENADMIN/SECNAV WASHINGTON DC/AUG//

SUB]/INTERNET-EASED CAPABILITIES GUIDANCE - OFFICIAL INTERNET POSTS//
REF/A/DESC:DIRECTIVE—TVPE MEMORANDUM (DTM)/GQ—OZi/g:;?ECDEF/ZSFEBZOIB//
EF/B/DESC:DOD DIRECTIVE 5230.09/DA&M, DOD 22AUG20

ﬁE\F://C;DESC:DDD 5500.7-R/GC, DOD/ZZMARZGBG// REF/D/DESC:SECNAVINST 5720.44B/01-
5/1NOV2005//

REF/E/DESC:SECNAVINST 5726447E/CHINF0/ZSDECZB@5//

REF/F/DESC:SECNAVINST 52114SE/DNSABEIZBDECZQBSI/

REF/G/DESC'SECNA\/INST 5239.38/DON €10/173UN2009//

REF /H/DES! ODMAN 5205ABZvM/USD—I/93N0VZOOE//

REF/T/DES U.s.C. 552a, THE PRIVACY ACT OF 1974-AS AMENDED//

REF/J/DESC:U.S. NAVY REGULATIONS// ( Y c£82008//

ESC:DOD DIRECTIVE 1344.10/USD(P&R 9|

Ei;{{‘;éEFSA 1S DOD POLICY FOR THE RESPONSIBLE AND EFFECTIVE USE OF INTERNET-BASED
CAPABILITIES. REF B IS DOD POLICY FOR CLEARANCE OF DOD INFORMATION FOR PUBLIC
RELEASE. REF C IS THE JOINT ETHICS REGULATION. REF D IS DON PUBLIC AFFAIRS POLICY
AND REGULATIONS. REF E IS DON POLICY FOR CONTENT OF PUBLICLY ACCESSIBLE WORLD
WIDE WEB SITES. REF F IS DON PRIVACY ACT PROGRAM. REF G IS THE DON INFORMATION
ASSURANCE POLICY. REF H IS THE DOD OPERATIONS SECURITY (OPSEC) PROGRAM MANUAL.
REF I IS THE PRIVACY ACT OF 1974, AS AMENDED. REF J IS U.S. NAVY REGULATIONS. REF
K IS THE DOD POLICY FOR POLITICAL ACTIVITIES BY MEMBERS OF THE ARMED FORCES.//
POC/ANN ANDREW/CIV/DON CIO/TEL: 703-607-5608/EMALL: ANNAANDREN(AT)NAW.MIL//
POC/ALAN GOLDSTEIN/CIV/CH!NFO POLICY/TEL17G3-695-1887/ EMAIL:
ALAN.P.GOLDSTEIN(AT)NAVV.MIL//

POC/IULIANA ROSATI/CDR/OPNAVNZNSCB/TEL: 703-601-1717/EMALL:

JULTANA.ROSATI(AT NAVY .MIL//

PgC/GREG REEDE;/C%V/UNIT: DMA (MARINE CORPS)/TEL: 703-602-2001/EMALL:

Y .REEDER (AT AFN.DMA.MIL//

gilE\ﬁfgs(T/REMARKé/l)‘ THIS ALNAV PROVIDES GUIDANCE TO ALL DEPARTMENT OF NAVY (DON)
PERSONNEL REGARDING OFFICIAL POSTS ON INTERNET-BASED CAPABILITIES. A SEPARATE

ALNAV PROVIDES GUIDANCE REGARDING UNOFFICIAL POSTS ON INTERNET-BASED CAPABILTIES.

2. DEFINITIONS: PER REF A, THE FOLLOWING DEFINITIONS APPLY:
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https://www.chinfo.navy.mil/socialmedia/alnav057-10--internet-based_capabilities_guidance-unofficial_internet_posts.pdf
https://www.chinfo.navy.mil/socialmedia/alnav056-10--internet-based_capabilities_guidance-official_internet_posts.pdf

Sample Social Media Content Plan

Navy Social Media Snapshot
CHINFO OI-2

Weekend Content Plan: 11/11/11-11/13/11

Facebook:

Time Content Notes POC
11-Nov-11 730/Veteran's Day video Link to YouTube, call to action Eklund
11-Nov-11 1p15/Veteran's Day poster #3 [Share poster, call to action Eklund
11-Nov-11 1300Day in the Navy link to video, crowd source Faller
11-Nov-11 1600{UNC spirit spot link to video Servello
11-Nov-11 19p0Mich. State spirit spot link to video Servello
11-Nov-11 2100(Carrier Classic link to final video (TBD) Servello
12-Nov-11 1200(Week-in-review link to YouTube Eklund
12-Nov-11 1s00/AX/Pensacola air show link to website, crowd source Faller
13-Nov-11 o30|Video of the week link to YouTube Servello
13-Nov-11 1230Video of the week link to YouTube Eklund
13-Nov-11 1900/Pacific Week-in-Review link to YouTube Servello
Twitter:

Topics: Month of Military family, unique Naval capabilities, PACIFIC ops, Native-American Sailors, Mustache
Movember, giving thanks, warrior care, Veteran’s day, QLCC, Navy Medicine live chat, Wounded Warrior hiring

conference, sea power, Veteran's Day, Navy football

Date Time Content Notes AO
10-Mar-12 930 | Week-in-Review Link to YouTube, call to action Eklund
10-Mar-12 1200 | El Centro Air Show Promo blue angels Eklund
10-Mar-12 1500 | Photos of the Week re-share imagery, call to action Eklund
10-Mar-12 1700 | Women in Service link to image, crowd source Eklund
10-Mar-12 1900 | Diving video Link to YouTube, call to action Eklund
11-Mar-12 930 | CVN deploys link to image, call to action Servello
11-Mar-12 1200 | Day in the Navy crowd source, call to action Eklund
11-Mar-12 1500 | Navy Info. Warfare link to Navy live, call to action Servello
11-Mar-12 1700 | Photos of the Week re-share imagery, call to action Eklund
11-Mar-12 1900 | PACFLT Week-in-review link to PACFLT week-in-review Servello
12-Mar-12 730 | Week-in-Review re-share from YouTube Servello
12-Mar-12 1130 | TDIH: USS Intrepid link to imagery, historical fact Miller
12-Mar-12 1500 | Navy Word explained link to imagery, call to action Miller
12-Mar-12 1700 | Operating Forward link to Navy live, call to action Eklund
12-Mar-12 1900 | Transition Assistance link to Navy live, call to action Eklund
13-Mar-12 730 | External Clip link to article, tag relevant organizations | Servello
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Best Practice Examples

Overall Command Presences

Chief of Naval Operations Facebook page, Twitter
account, and blog communicate his key messages
across a variety of platforms. His public affairs team
also leverages many other Navy media resources

to extend the reach of his messaging such as the
@USNavy Twitter account, NavyLive blog,
Livestream, and Navy.mil.

'Chief of Naval Operations

The Official Blog of i
Chief of Naval Operations |
ADMIRAL JONATHAN GREENERT

| B8 wan

Chief of Naval Operations Admiral Jonathan Greenert & uk=
wall S it Everysns (Top Posts] »
share: [Gal Post BR Photo ] Lisk S® vides

I tnfo 0 el ol Maval Cvevatsons Admiral Monatham Greesert
Budget Update Esain | i) Photos We will begn randos festing of e samples fox syrtheSic chemcsl compounds
5 | e Spice tha month. W have been dong these hypes of tests sonsted wth
rusesiigabons (probable cause) for shout & yemr. how we are meweg forserd s
Hells Shiprates. | random testng. This & an mportant step forvand n contsang drug use n o
4,498 sy, Have been waring Sadors that ane Buniang shout swpermening wi dngs
| L.
We're starting, an important phase in our defense budget cycle. Our defienme budget was s tha See Mare
See |
delvered to Congress in mid- February and 1°d Bee to take 5 moment oo S b 2 will Mirter Ao i 116
impacs you and our Navy, Theeugh the video elips below, T talk abe plases vicked, and - | i - . . .
then address questions vou have brought up about Eslsted Retentios Bosnds [ERE)L pay o Doug on Bodgst Updsi € Susy Sarsh Lk, Darse! Wosler, Stott Berring and 34 ot e

Jonathan W. Greenert

CNOGreenert

Tweet to Jonathan W. Gresnen Tweats

- @

Jonathan W. Gresnert

Tweests
play

Wing

Jonathan W. Gresnen

Bad farewed 2 Sam & Pam |
Cangan NAVEUR-NAV
strpe TR Inggan-t

Yesierday signed a message appainting Vice Adm. Burke head of NO
Saft "‘.!-F'L""—'Em = more effective & efficient Navy

ocidear welcomed Bruce & Brandy
change of command iImpresaive leaders!
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Navy.mil

- USS CARL VINSON (CVN 70)

r| |i
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The USS Carl Vinson’s social media presence welcomes
Sailors, families, veterans, and fans alike. Anchored by
their website (www.vinson.navy.mil), their command
social media sites include Facebook, Twitter, a Tumblr
blog, and links to Navy.mil stories and photos related to
the USS Carl Vinson. Ombudsman contact information is
prominently featured on sites providing families with the
information they need, when and where they want it. The
Tumblr blog features personal stories from Sailors aboard
USS Carl Vinson (CVN70) and Carrier Air Wing (CVW) 17
throughout their 2011-2012 West-Pac deployment. All
content is cross-promoted across their platforms and via
CHINFO channels regularly.

[ # roime | 4

The Talon

About the authar =
‘Fallow this blog far the

Carrier Alr Wing (CVW) 17
thromghout their 3o11-3012 West-
Par dejikaymest. The idestitses of te
biloggers whoes produces appeer e
and on any other Carl Vimson sooial
rrekea uraestiog atw ki 1o the
Public Affairs Officer and cluis of
commmand. They were sebected omt of
» groap of interested Sadiors for thesr
writing ability and at the
recommendations of their smmedsate
ehaina af

» Follow M-

USS Carl Vinson

CVNTO 1479

2300

Twaet to USS Car Vinson Tweets

USS Carl Vinson
Captan VWnalen's remarks 1o e crew gurng USS Can Vinson's 30m

b T e TtybKsy PO
Twests 3 biMhaay ceseboaton e (2ol

Bowing USS Carl Vinson
m A lifie deskiop candy io heip you celebrabe Carl Vinson's 308
Foliowers Barivday. fo me1PrHS Y2
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USS Carl Vinson
Can Vinson Marks 30 Years of Service B mef P ACISF)
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www.vinson.navy.mil
Navy.mil

Specific Content that Works Youlllli  secnav QB

YoulTE a e SECNAV announces next LCS

Hornet Cat and Trap On Enterprise

usny ) Swbacribe | 094 videos v

Authentic leadership videos or images of leaders in
a real setting speaking in a conversational manner
such as this video of Secretary of the Navy, Ray
High intensity videos of real operational activities Mabus, announcing the next LCS:

such as this video footage of Catapult and arrested www.youtube.com/watch?v=2N04h4GBoWc
landing POV footage from USS Enterprise: - ) .

dp ke W | 4 Asdiow | Share P 22,700 &

www.youtube.com/watch?v=IBGAsiONnfk

NAVY LIVE

Wheel of Fortune ‘Spouses’ It Up

BY AGUERRY — FEBRLIA

AL FONCE FIREOOY | by Navy

POSTED IN: FAMLY HONORRECOGHMION NAVY LFE

We are the Uinioed States Mavy, our Nation's cea powes -
ready guardans of peace, vichwrious n war

ABGE

A

Compelling imagery that tells a story and is
responsive to fan feedback like this cover photo from
the Navy’s Facebook page that was a direct result of
fans asking to see more submarines on the page.

Additional Resources
Personal accounts of real sailors and family

members such as this blog post featuring military For additional resources and links to all policies
spouses on the Wheel of Fortune: navylive.dodlive. referenced in this handbook, please visit
mil/2012/02/09/wheel-of-fortune-spouses-it-up www.chinfo.navy.mil/socialmedia.
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navylive.dodlive.mil/2012/02/09/wheel
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